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Part "Original Cigital Coding Rule in XML"

Mime-type: text/xml, size: 8235 bytes

Attack Category

e Madlicious Input
* Denial of Service

Vulnerability Category

+ Buffer Overflow
e Multibyte Character

Softwar e Context

e String Formatting

L ocation

» shlwapi.h

Description

When formatting a number representing asize or a
timeinterval, care should be taken to specify the size
of the output buffer correctly.

StrFormatByteSize, StrFormatByteSize64,
StrFormatK BSize and their implementations
convert a number representing asize in bytesinto a
string describing the approximate number of bytes
expressed in appropriate units. StrfromTimelnterval
converts atimeinterval, specified in milliseconds, to
astring expressing the approximate time interval in
appropriate units.

Like all functionsthat create and return a string, if
the buffer size parameter is specified to be larger
than the actual size of the result buffer, then the
function can write beyond the end of the buffer,
introducing areliability problem and security
vulnerability. It is particularly easy to specify the
buffer size incorrectly when working with Unicode
functions, since the buffer size must be specified asa
number of characters rather than a number of bytes.
Specifying the buffer size as a number of byteswill
mistakenly indicate a buffer twice aslarge aswhat is
actually available.

APIs

Function Name Comments

StrFormatByteSize StrFormatByteSize,
StrFormatByteSize64
and their
implementations convert
anumeric valueinto a
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string that represents
the number expressed
asasizevaluein bytes,
kilobytes, megabytes, or
gigabytes, depending on
thesize.

StrFormatByteSizeA

ASCII implementation
of StrFormatByteSize

StrFormatByteSizeW

Unicode
implementation of
StrFormatByteSize and
StrFormatByteSize64

StrFormatByteSize64

StrFormatByteSize,
StrFormatByteSize64
and their
implementations convert
anumeric valueinto a
string that represents
the number expressed
asasizevauein bytes,
kilobytes, megabytes, or
gigabytes, depending on
the size.

StrFormatByteSize64A

StrFormatkK BSize

ASCII implementation
of StrFormatByteSize64

StrFormatK BSize and its
implementations convert
anumeric valueinto a
string that represents the
number expressed as a
sizevaluein kilobytes.

StrFormatk BSizeA

ASCII implementation
of StrFormatKBSize

StrFormatK BSizew

Unicode implementation
of StrFormatKBSize

StrFromTimel nterval

StrFromTimel nterval
convertsatime

interval, specifiedin
milliseconds, to astring.

StrFromTimel nterval A

StrFromTimel nterval W

ACII implementation of
StrFromTimel nterval

Unicode implementation
of StrFromTimelnterval

Method of Attack

If attacker is able to control the input size or interval
to be formatted, then they may be able to arrange
for the formatting function to overwrite the end of
its output buffer. The data written beyond the end

of the buffer isnot arbitrary, and thereisalimit to
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how far beyond the end of the buffer the functions
can be coerced to write. As aresult, the risk of the
attacker seizing control of the program and executing
arbitrary code isless than it would be for some
other types of buffer overflow attacks. However, in
some cases siezing control could in till be possible.
Even if gaining complete control is not immediately
feasiblet, this type of bug may allow an attacker to
cause the program to fail or behave in a unexpected
fashion, which might cause a denial of service or
lead to other vulnerabilities being exposed.

Exception Criteria

Solutions Solution Solution Solution
Applicability |Description Efficacy
Whenever the | Always specify | Effective.
indentified the output
functions are buffer size as
called. anumber of

characters.

If the buffer is
dlocated on the
stack, this may
be achieved by
specifying the
buffer size as:
sizeof (buffer)/
sizeof (buffer[Q])
If the buffer is
alocated on
the heap, then
the constant
used to specify
the number of
charactersto
alocate should
also be used to
specify the size
of the buffer to
the formatting
function.

Signature Details LPTSTR StrFormatByteSizeA (
DWORD dw,

LPSTR pszBuf,
UINT cchBuf
);
LPTSTR StrFormatByteSizeW(
LONGLONG qdw,
LPWSTR pwszBuf,
UINT cchBuf
);
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LPTSTR StrFormatByteSize64(
LONGLONG qdw,

LPTSTR pszBuf,

UINT uiBufSize

)i
LPTSTR StrFormatK BSi ze(
LONGLONG qdw,

LPTSTR pszBuf,

UINT uiBufSize

);

int StrFromTimelnterval (
LPTSTR pszOut,

UINT cchMax,

DWORD dwTimeMS,
int digits

);

Examples of Incorrect Code

TCHAR pszQut[6]; // Note: this
is actually too small given the
nunber of digits specified bel ow
DWORD dwTi meMS = 12345;

int digits 5;

[l If we are dealing with w de
characters (i.e., Unicode) then
the following will be incorrect

/! and buffer could overflow
given a large val ue of dwTli neNVs
St r Fr onli el nt erval (pszQut,

si zeof (pszQut), dwTli meMs, digits);

Examples of Corrected Code

Sour ce Reference

TCHAR pszCQut [ 30];
DWORD dwTi meMs = 12345;
int digits 5;

/1 Buffer size specification is
correct even for wi de characters
St r Fronili el nt erval (pszQut,

si zeof (pszQut )/ si zeof (pszQut[0]),
dwTi meMs, digits);

* Rough Auditing Tool for Security (RATS)?

Recommended Resour ce

« MSDN reference for Shell String Handling

Functions®
Discriminant Set Operating System *  Windows (All)
Language o CH++

Cigital, Inc. Copyright
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